
Date:  November 8, 2007                   

Information in this document is provided as reference material to assist NBC staff in determining the steps to take when preparing the items listed immediately below.  

1. GENERAL INFORMATION
1.1. Whenever an Interagency Agreement (IAA) is issued, the project coordinator, following NBC policy NBCM-BF-6600-001, should make a conscious decision regarding the need to issue the Service Level documents
1.2. Service Level documents are listed in this paragraph.  Additional details can be found elsewhere in this document or in NBC policy document NBCM-BF-6600-001.
1.2.1. SLA = Service Level Agreement – accompanies the IAA, if the SLA is required.
1.2.1.1 SLL = Service Level Agreement-Lite (can be prepared in lieu of the SLA, when the comprehensive SLA is not required)
1.2.2. SSA = Security Services Advisory – when required
1.2.2.1. 
ROB = Rules of Behavior (is part of the SSA)
1.2.3. ISA = Interconnect Security Agreement – required for non-DOI customer organizations having a computer 

system or network interconnected with the NBC.

1.3. A SLA template is available in the CAS Help function.  Samples of the SSA/ROB are in the CAS Help function.  The ISA is prepared and distributed by the NBC, Information Technology Directorate.
2. DEFINITIONS AND PROCEDURES
2.1. Interagency Agreement (IAA)   
The Interagency Agreement is the result of discussions with a prospective customer to determine costs, as well as products and services to be provided by the NBC.  It is the contractual document that binds the NBC to perform services for the customer and that requires the customer to pay for those services.

2.1.1 The IAA is the document used to record all revenue received by the NBC from other agencies.  It is the policy of the NBC that all revenue received from other agencies is recorded on an IAA with a few exceptions, such as:  DI-1s, SF-182s and credit card payments. The CAS is the official repository for IAAs.
2.1.2 IAAs are required for all services including Centrally-Billed mandatory services to DOI Bureaus, as well as directorates within the NBC.  In other words, if an NBC directorate is providing services to another NBC directorate, an IAA is necessary.
2.1.3 NBC project coordinator:  Conducts discussions with customer to determine costs, (may use the pricing calculator) services, etc.  This effort can include the submission of a DRAFT copy of the Agreement to the customer for preliminary (or even final) approval. 
2.1.4 NBC creator/project coordinator: Prepares IAA document in the Customer Agreement System.  A Service Level Agreement is to accompany each IAA, unless excluded by NBC policy document NBCM-BF-6600-001. 
2.1.5. NBC project coordinator/creator: NBC creator/project coordinator approves the IAA for NBC routing.

2.1.6. After the IAA has been created in the CAS and approved by the IAA Creator, data file(s), for specific types of agreements, are generated by CAS for upload into the financial system.

2.1.7. The NBC creator/project coordinator sends a cover letter & the IAA to the customer for signature(s).  The SLA is to be included with the IAA being sent to the customer.  At the same time, a copy of the SLA that is sent to the customer should be attached to the IAA in CAS.  Signature(s) for the SLA are not required.  
2.1.8. In Block 8 of the IAA, enter a reference to the SLA, such as:  Refer to the Service Level Agreement attached for information regarding period of performance, performance metrics, NBC and Customer responsibilities, and other issues related to the specific services provided under the agreement.
2.1.9. Customer signs the IAA, provides the customer accounting data (item 5 of the IAA) and returns the signed document to the NBC.  Customer retains the SLA that accompanied the IAA, and, as appropriate, distributes copies of these documents throughout the customer’s organization.
2.1.10. Customer (or NBC project coordinator) sends signed ORIGINAL of IAA to the NBC address specified in block 6a of the IAA form.  The NBC recipient enters in CAS the “date received from customer”.
2.1.11. The customer information in blocks 5e-5h is entered into the CAS by the person(s) designated in CAS as ‘finance’. The ‘finance’ person should forward a copy of the signed IAA to the NBC project coordinator, if the NBC project coordinator does not have a copy.  CAS then routes the IAA to the NBC Budget Office for approval. 

2.1.12. After Budget Office approval, an RA (reimbursable agreement document) is generated and uploaded into the financial system.  The customer- and NBC-signed IAA is used by the Fiscal Support Branch for billing purposes.

2.1.13. If the customer uses his/her agreement form(s) instead of the NBC IAA form, then the NBC project coordinator creates an IAA in the NBC CAS system for NBC approval and provides a copy of the customer-approved form to the address shown in the NBC IAA form block 6a.

2.1.14. IAAs are to be created annually or to cover specific time periods agreed upon by the customer and the NBC.
2.2. Service Level Agreement (SLA).  Signatures are not required on SLAs.
 The Service Level Agreement establishes service levels, monitoring methods, and 

 organizational responsibilities.  The purpose is to provide both the customer and the NBC with a clear 

 understanding of the services to be provided, the responsibilities of each party, and, in particular, the performance

 measures defining the standards for delivery of the service.  

2.2.1. A comprehensive SLA is required for all major on-going products and services offered by the NBC. As a 
general rule if an IAA has been crafted, an SLA is required.  For example, services such as Payroll, Financial Management, Human Resources, Aviation Services, Appraisal Services, Drug and Alcohol Testing would require a comprehensive SLA.  See NBCM-BF-6600-001 for exceptions.
2.2.2. SLAs are required for both DOI and non-DOI (e.g., federal, state, local governmental agencies, universities, etc.) customers.  An SLA is not required between NBC Directorates but NBC Directorates are encouraged to prepare this document to ensure full understanding of expected services and performance.
2.2.3. The comprehensive SLA is not usually required for small, one-time projects or services, such as a facilitation engagement.  An abridged version of the SLA, referred to as an SLA-Lite, can be used in these situations if the customer or the NBC concludes that a SLA document, in some form, is appropriate; see paragraph SLA-Lite (SLL) below.
2.2.4. The Project Coordinator prepares (when required) a SLA and submits it with the IAA being sent to the customer.  A copy of the SLA is to be attached to the IAA in CAS. SLA signatures are not required. 
2.2.5. The CAS is the official repository for reporting purposes. 
2.2.6. The NBC Project Coordinator is responsible to ensure that the SLA is attached to the IAA.  The SLA is to accompany each IAA, unless excluded by NBC policy document NBCM-BF-6600-001.  In CAS, a copy of the SLA that is sent to the customer is to be attached to the IAA.
2.2.7. Each time a SLA is included with the IAA being sent to the customer, the NBC Project Coordinator is responsible for the review of the SLA being sent, in the event there is a need to make a change to the SLA.  Examples of such changes:  new requirements, new procedures, new regulations, termination provisions specified in the SLA, customer or provider request, Agency requires a review, etc.

2.2.8. Service Level Agreement – Lite (SLL). Signatures are not required on SLA-Lites.
An abridged version of the SLA, referred to as a SLA-Lite (SLL) can be used for one-time projects or services where comprehensive SLAs are not necessary.  As the name indicates, the SLL is not as comprehensive as the standard SLA.  The SLL defines the service(s) offered and customer expectations in order to satisfy the needs of the customer.  Therefore, the quality of the agreement is a matter of substantial importance.  Samples of types of services that could be accounted for in the SLL are listed below.  However, NBCM-BF-6600-001 policy document does not require any type of Service Level document for these types of services; Directorates may use either the SLA or SLL for documenting services, expectations, etc, even when there is no mandated requirement for the document.
· Facilitation session

· One-time training class

· Contract Services (most notably Ft. Huachuca)

· Passports

· Creative Communications
2.2.8.1.
Customer and NBC representative(s) agree upon the services that are being provided.
2.2.8.2. NBC representative prepares the SLL form to include list of services and description of services.
2.2.8.3. The SLL is provided to the customer for information purposes; neither NBC representative(s) nor the customer is required to sign the document.
2.2.8.4. NBC performs the agreed upon services.
2.2.8.5. NBC representative completes the Post Execution Status portion of the SLL, signs and dates.
2.2.8.6. NBC representative scans the SLL into the CAS.
2.2.8.7. The CAS is the official repository for reporting purposes. 
2.3. Security Services Advisory (SSA)

The Security Services Advisory documents the NBC and customer Information Technology security roles, responsibilities, requirements, and expectations.  The SSA will address NBC-managed computer systems or applications, computer and information technology services, security-related activities, and information sensitivity.

2.3.1 The SSA is required when the employees and/or contractors of the client organizations have a business need to access (e.g., connect to and log on to) an NBC-managed computer system or application.  A general rule for determining the need for the SSA/ROB is if the customer has a Security Point of Contact (SPOC), then the SSA/ROB will be required.  An SSA/ROB can be required even when a SLA is not required.
2.3.2 The NBC directorate providing the service is responsible for entering the correct response in CAS so that an SSA/ROB is included with the IAA.  An affirmative response will result in the SSA/ROB being printed or viewed each time the ‘Standard IAA form’ is printed, viewed, or emailed thru CAS.  The CAS audit record will be updated to reflect that the SSA/ROB have been provided as an attachment to the IAA.
2.3.3 The SSA can have a one-to-many relationship with products and services.  That is: one SSA can cover all computer applications.
2.3.4 The SSA/ROB will be reviewed annually prior to July 1 by the NBC Information Technology Directorate and will be rewritten, at any time, as necessary.
2.3.5 Signatures are not required for the SSA/ROB.   The SSA/ROB should be provided, by the customer, to the customer’s data custodian(s).  CAS audit reports will identify when the SSA/ROB was provided/made available to the customer.  The CAS is the official repository/recordkeeping mechanism for SSA/ROB issuances. 
2.3.6 Contact NBC Information Technology Directorate, 303-969-7193 for questions and discussion of the SSA/ROB.
2.3.6.1. Rules of Behavior (ROB)

The Rules of Behavior document establishes a set of rules concerning use of, security in, and the acceptable level of risk for, the system.  The rules are based on the needs of the various users of the system.  The security required by the rules shall be as stringent as necessary to provide adequate security for information in the system.  Such rules shall clearly delineate responsibilities and expected behavior of all individuals with access to the system.  They shall also include appropriate limits on interconnections to other systems and shall define service provision and restoration priorities.  They shall be clear about the consequences of behavior not consistent with the rules.
2.3.6.1.1.      The ROB is a document that the NBC is required, by OMB Circular A-130, to 
 provide to all NBC clients who are users of computer systems and applications hosted and managed by the NBC.  The ROB is a part of the SSA. 
2.3.6.1.2. The ROB is to be made available to users before granting access to NBC-managed application systems.
2.3.6.1.3. The ROB should be removed from the SSA by the customer and provided to the customer's data custodian(s); customer acknowledgement of receipt of the ROB is not required.
2.3.6.1.4. The ROB is initiated and updated by the NBC Information Technology Directorate. 
2.3.6.1.5. Contact NBC Information Technology Directorate, 303-969-7193 or 303-969-7777 for questions and discussion of the ROB.

 2.4.   Interconnection Security Agreement (ISA)


The Interconnection Security Agreement is established between the NBC Information Technology Directorate and non-DOI customer organizations having a computer system or network interconnected with the NBC.  The ISA is an agreement that identifies the basic components of existing interconnection.  It identifies methods and levels of interconnectivity and discusses potential security risks associated with interconnections.  An ISA is completed in order for the Designated Approval Authorities (DAA) to sign a Memorandum of Understanding (or Agreement) (MOU/A) between the NBC and its clients.  This is a requirement of NIST SP 800-47 “Security Guide for Interconnecting Information Technology Systems” and is a requirement to meet Certification and Accreditation (C&A) Risk Requirements.
2.4.1. The ISA provides documentation to support the connectivity of the NBC and the client’s networks in order to provide the system users with access to NBC-based applications.
2.4.2. The ISA is executed between the NBC Information Technology Directorate and NON-DOI client’s IT organization.  The ISA is to be executed at the NBC data center level (Denver, Reston, etc); for example: FFS which is operated in Denver would have an ISA from Denver; IDEAS which is operated at the Reston office would have an ISA from Reston.
2.4.3. The ISA should normally be a ‘one-to-many’ relationship, where a single client (such as Federal Trade Commission) would have a single ISA but may have several Service Level Agreements. 
2.4.4. The ISA is required for non-DOI customer organizations having a computer system or network interconnected with the NBC, in order to document the connectivity of the NBC and the customer’s network(s).
2.4.5. The ISA must be formally reviewed annually and modified as necessary.  A rewrite is required every three years even if no changes have occurred during that time.
2.4.6. If the customer is a Department of the Interior organization (BLM, MMS, etc), the ISA is not required (per DOI, Chief Information Officer).
2.4.7. The ISA is initiated, monitored and updated by the NBC Information Technology Directorate.  NBC project coordinators are not involved in the preparation and monitoring of this document. Signed documents are sent by the customer to the NBC Information Technology Directorate, Mail Stop D2100 for official filing.
2.4.8. The ISA is to be signed by the customer and the NBC before a customer can access NBC resources.  Required signatures at the NBC for the ISA:  Associate Director, Information Technology Directorate and NBC, IT-Security Officer.
2.4.9. The CAS is the official repository for reporting purposes.  The ISA can be established in the CAS without an associated IAA.
2.4.10. The NBC contact phone number is 303-969-5477 or 303-969-7777 for all NBC data centers.
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