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SERVICE LEVEL AGREEMENT

I. STATEMENT OF LEGAL AUTHORITY

The National Business Center (NBC), Office of the Secretary, Department of the Interior is a provider of business services, pursuant to authority 43 U.S.C. § 1467, 1468 which established the Department of the Interior Working Capital Fund.

II. PURPOSE

The purpose of this Service Level Agreement (SLA) is to identify the levels of service provided by the National Business Center for the corresponding Inter/Intra Agency Agreement (IAA).  This SLA also establishes monitoring methods and organizational responsibilities where appropriate.

III. PERIOD OF PERFORMANCE

This SLA becomes effective upon signature by all parties of the corresponding IAA.  This SLA will remain in effect until the IAA expires or is terminated by signed or mutual agreement of both organizations.  This SLA may also be replaced if the IAA is modified, effective upon signature of both parties.
IV. SECURITY


Security responsibilities, expectations, and rules of behavior are defined in the Security Services Advisory (SSA), which is attached to the back of the IAA when appropriate.  This will occur if the services listed in the IAA provide use of NBC-managed computer systems and applications.  Although the SSA does not require signature, customers are expected to follow the advisory in order to help protect the integrity of NBC’s information systems.

The system interconnection requirements related to the services included within this SLA will be defined in a separate Interconnection Security Agreement (ISA).  The ISA will be reviewed and signed by representatives of both parties.
V. BUSINESS POINT OF CONTACT

	Name
	Pri / Alt

Contact
	Agency/Organization and Address
	Phone and Fax Number 
	Email

	  Norm J Berg
	Primary
	Business Management Office
	303-969-7731
303-969-7102
	Norm_j_berg@nbc.gov

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


VI. FUNDING
Direct and indirect costs of the services listed in the attachments to this document are to be recovered by NBC from all users on an equitable basis.  Annual funding will be approved by both parties through an Inter/Intra Agency Agreement.  On an annual basis, both parties will approve funding to ensure continuation of services through signature of an IAA.  Failure to sign the IAA in a timely manner may result in a discontinuation of services by the NBC.
VII. TERMINATION CLAUSE
Termination provisions are included in Block 10 of the IAA.  The customer is responsible and will be billed for all costs incurred until the time of termination.  If either or both parties terminate the IAA pursuant to Block 10 of the IAA, this SLA shall be simultaneously terminated.

ATTACHMENT A:  Application Hosting Services
ATTACHMENT A: INTERAGENCY AUTOMATED FLIGHT FOLLOWING APPLICATION HOSTING SERVICES
1.0  INTERAGENCY AUTOMATED FLIGHT FOLLOWING Application Hosting Overview and Service Objectives

1.1 INTERAGENCY AUTOMATED FLIGHT FOLLOWING Application Hosting Services Overview

Infrastructure and Hosting services are the services and activities required to provide and support centralized production and quality assurance environments for the {Forest Service}{Interagency} business application. The AFF Application Hosting environment includes Windows-based systems and associated data storage and backup Services and supporting systems Software (e.g., operating systems, utilities, schedulers). NBC may deploy additional support software to support the core business systems and to provide {Forest Service}{Interagency} infrastructure technical support.  These environments support {Forest Service}{Interagency}’s business applications.
1.2 Service Objectives

The following are the key high-level Service objectives NBC expects to achieve:

· Meet {Forest Service}{Interagency} business needs for highly available, reliable, scalable and secure Hosting services 

· Acquire services with availability guarantees backed by service-level agreements (SLAs)

· Acquire services that can leverage operational scale and best practices to achieve optimum commercial price performance

2.0  Service Environment

2.1 Scope of the Infrastructure to be Supported
The following sub-sections specify the scope and other relevant materials containing details of the Hosting Services environment to be supported.  For the purpose of this agreement, all AFF servers will be maintained by the AFF system owner and are no included within the “Roles and Responsibilities.” 
3.0 Hosting Service Requirements

3.1 Service Descriptions and Roles & Responsibilities 

The NBC shall be responsible for the following Hosting support services.

3.1.1 General Responsibilities

The following table identifies General roles and responsibilities associated with this SLA. An “X” is placed in the column under the party that will be responsible for performing the task. NBC responsibilities are indicated in the column labeled “NBC.”

Table 1. General Roles and Responsibilities

	General Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	1. Provide hosting services that support {Forest Service}{Interagency} business applications and technical requirements

	X
	

	2. Provide secure data center hosting facility to host {Forest Service}{Interagency} applications
	X
	

	3. Provide data backup hardware, software and media as agreed by {Forest Service}{Interagency}
	X
	

	4. Comply with NBC policies and standards and regulations information systems, personnel, physical and technical security
	X
	X

	5. Develop and maintain a comprehensive Procedures Manual that contains the actual operational and procedural standards that will be used in the delivery of services

	X
	

	6. Conform to changes in laws, regulations and policies. Major changes shall be proposed on a project-by-project effort basis to alter the environment to conform to the new requirements.
	X
	

	7. Provide timely creation, update, maintenance and provision of all appropriate  project plans, project time and cost estimates, technical specifications, management documentation and management reporting in a form/format that is acceptable to {FOREST SERVICE}{INTERAGENCY} for Hosting projects and major service activities
	X
	

	8. Manage hosting infrastructure event and workload processes across all platforms.
	X
	X

	9. Provide technical support for all hardware/equipment of the Hosting computing infrastructure
	X
	

	10. Support hosting infrastructure software (e.g., operating systems, utilities, middleware platforms)
	X
	X

	11. Support Hosting network operations within the hosting facility (e.g., systems monitoring, problem diagnostics, troubleshooting, resolution and escalation, security management; and capacity planning/analysis)
	X
	

	12. Provide data backup and restoration services in accordance with {FOREST SERVICE}{INTERAGENCY} and NBC established policies
	X
	X

	13. Provide Disaster Recovery services per agreed recovery requirements
	X
	

	14. Provide and support Hosting related environmental elements (e.g., HVAC, UPS, power, cable plant)
	X
	

	15. Report performance against SLRs
	X
	

	16. Provide and support Network Infrastructure as required to meet {FOREST SERVICE}{INTERAGENCY} computing requirements
	X
	

	17. Implement and coordinate all Changes to the Infrastructure Server environment including those that may affect the Service levels of any other related SLA Services and Third Parties.
	X
	

	18. Create, maintain and provide all appropriate project plans, project time and cost estimates, technical Specifications, management documentation and management reporting. 
	X
	


3.1.2 Hosting Computing Services

3.1.2.1 Operations and Administration

Operations and administration services are the activities associated with the provisioning and day‑to‑day management of the installed systems and software environment, providing a stable hosting infrastructure and effectively and efficiently performing procedures to ensure services meet SLR targets and requirements.  Operations activities include monitoring of application environment (hardware, operating system, storage, supporting hosting facility networking equipment).
The following table identifies the Operations and Administration roles and responsibilities that are specific to this Schedule. An “X” is placed in the column under the party that will be responsible for performing the task. NBC responsibilities are indicated in the column labeled “NBC.”

Table 2. Operations and Administration Roles and Responsibilities

	General Operations and Administration Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	1. Provide Operations requirements including schedules for the operation of the hosted environment
	X
	X

	2. Participate in developing Operations procedures that meet requirements and adhere to defined policies
	X
	

	3. Define and develop operational documentation requirements (e.g. Contact Lists, Operations scripts etc.)
	X
	

	4. Approve operations policies and procedures, documentation and reporting
	
	X

	5. Perform event management monitoring of the hosted environment to detect abnormal conditions or alarms, log abnormal conditions, analyze the condition and take corrective action
	X
	

	6. Manage network hardware, software, peripherals, services and spare parts to meet SLRs, minimize down time and minimize {FOREST SERVICE}{INTERAGENCY} resource requirements
	X
	

	7. Interface with {FOREST SERVICE}{INTERAGENCY} for Incident & Problem Management activities
	X
	

	8. Provide Level 2 and Level 3 support as required for operating system and system management software.
	X
	

	9. Provide and support electronic interfaces between the NBC hosted  environment and the {FOREST SERVICE}{INTERAGENCY} hosted application components (e.g. Web applications)
	X
	X

	10. Develop and provide operational reports (Daily, Weekly, Monthly) that provide status of operational activities, production issues, and key operational metrics
	X
	

	11. Review and approve operational reports
	
	X

	12. Manage backup media inventory (Tape, Disk, Optical and other media type) including the ordering and distribution of media
	X
	

	13. Perform component backups and associated rotation of media  (Hosting Company)
	X
	

	14. Archive data media at a secure offsite location (Hosting Company)
	X
	

	15. Ensure ongoing capability to recover archived data from media as specified (backwards compatibility of newer backup equipment)
	X
	

	16. Test backup media to ensure incremental and full recovery of data is possible and ensure service component integrity as required or requested by {FOREST SERVICE}{INTERAGENCY}
	X
	

	17. Recover files, file system or other data required from backup media as required or requested by {FOREST SERVICE}{INTERAGENCY}
	X
	

	18. Provide recovery and backup requirements and updates as they change
	
	X

	19. Conduct disaster recovery testing per established SLAs.
	X
	

	20. Provide {FOREST SERVICE}{INTERAGENCY} with a copy of or access to any vendor-supplied documentation (including updates thereto) 
	X
	

	21. Support applications test-to-production migration activities
	X
	


3.1.3 Support Services

3.1.3.1 Planning & Analysis

Planning and analysis services are the research of new technical trends, products and services, such as hardware components, system software, and networks that offer opportunities to improve the efficiency and effectiveness of the services. Planning Services can also help support competitive business advantage and mitigate risks by reducing defects and improving the quality of services. 

The following table identifies the roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform, and that are associated with planning and analysis activities. 

Table 9.
Planning and Analysis Roles and Responsibilities

	Planning and Analysis Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	1. Define {FOREST SERVICE}{INTERAGENCY} requirements for application hosting (e.g., technology strategy, functional, availability, capacity, performance, backup and IT continuity service)
	
	X

	2. Perform hosting configuration, technical and service planning and analysis based on {FOREST SERVICE}{INTERAGENCY} requirements (e.g., availability, capacity, performance, backup and IT continuity service)
	X
	

	3. Provide infrastructure installation and upgrade recommendations
	X
	

	4. Approve infrastructure planning, analysis and recommendations for new applications, infrastructure and services
	
	X

	5. Recommend Data Backup and Retention policies 
	X
	

	6. Define and approve {FOREST SERVICE}{INTERAGENCY} Data Backup and Retention policies and requirements 
	
	X

	7. Define project management policies, procedures and  requirements (e.g., project feasibility analysis, cost benefit analysis, scheduling, costing, resource planning, communication planning, procurement, risk management and quality management)
	
	X

	8. Perform hosting related project management function
	X
	

	9. Perform project management oversight and liaison function to the impacted  users
	
	X

	10. Conduct regular planning for technology refresh and upgrades
	X
	X

	11. Conduct technical reviews and provide recommendations for improvements to the infrastructure that increase efficiency and effectiveness and reduce costs per the planning and analysis policies and procedures
	X
	


3.1.3.2 Requirements Definition

Requirements definition services are the activities associated with the assessment and definition of performance, IT continuity, and security requirements that also comply with regulatory and {FOREST SERVICE}{INTERAGENCY} policies. These requirements drive the technical design for the environment. The following table identifies Requirements Definition roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 10.
Requirements Definition Roles and Responsibilities

	Requirements Definition Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	12. Define requirements standards 
	X
	

	13. Participate in defining requirements and standards
	
	X

	14. Ensure requirements meet security policies
	X
	

	15. Provide written information in sufficient detail pertaining to the requirements definition to enable development of appropriate requirements documentation (e.g., business requirements documentation)
	
	X

	16. Document all requirements in agreed to formats (e.g., system specifications, data models, network design schematics)
	X
	X

	17. Serve as the Information Systems Security Officer for the GSS
	X
	


3.1.3.3 Implementation and Migration

Implementation and Migration services are the activities associated with the installation of new and upgraded infrastructure hardware, software and network components. The following table identifies Implementation and Migration roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 13.
Implementation and Migration Roles and Responsibilities

	Implementation and Migration Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	18. Define service component implementation and migration policies and procedures
	X
	

	19. Review and approve service component implementation and migration policies and procedures
	
	X

	20. Coordinate and review all implementation and migration plans and schedules with {FOREST SERVICE}{INTERAGENCY} in advance in accordance with Change Management Policies
	X
	

	21. Approve implementation and migration plans and schedules 
	
	X

	22. Install enhancements to technical architecture or services provided
	X
	

	23. Install new or enhanced service components (e.g., hardware, software, middleware, utilities)
	X
	

	24. Perform service component upgrades as a result of new and enhanced applications (e.g., hardware, software, middleware, utilities, networks, peripherals, configurations)
	X
	X

	25. Coordinate implementation and migration support activities with {FOREST SERVICE}{INTERAGENCY} IT staff and Help Desk 
	X
	

	26. Conduct and document user acceptance tests (UAT) plans and results
	
	X

	27. Approve user acceptance test plans and results
	
	X


3.1.3.4 Incident & Problem Management

Incident and Problem Management includes the activities associated with restoring normal service operation as quickly as possible and minimize the adverse impact on business operations, thus ensuring that the best possible levels of service quality and availability are maintained. 

Problem Management also includes minimizing the adverse impact of incidents and problems on the business that are caused by errors in the supported infrastructure, and to prevent the recurrence of Incidents related to those errors. In order to achieve this goal, Problem Management seeks to get to the root cause of incidents and then initiate actions to improve or correct the situation. The following table identifies Incident and Problem Management roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 14.
Incident & Problem Management

	Incident and Problem Management  Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	28. Define Incident and Problem management policies and procedures
	X
	

	29. Manage entire incident/problem lifecycle including detection, diagnosis, {FOREST SERVICE}{INTERAGENCY} status reporting, repair and recovery
	X
	X

	30. Ensure incident resolution activities conform to defined Change Control procedures
	X
	X

	31. Manage efficient workflow of incidents including the involvement of third party software and hardware vendors)
	X
	X

	32. Coordinate and take ownership of problem resolution with {FOREST SERVICE}{INTERAGENCY} and third parties 
	x
	X

	33. Perform Root Cause Analysis of incidents, document findings and take corrective actions for in scope services. Resolve problem and/or substantiate that all reasonable actions have been taken to prevent future reoccurrence.
	X
	X

	34. Periodically review the state of open problems and the progress being made in addressing problems
	
	X

	35. Participate in problem review sessions and provide listing and status of problems categorized by problem impact
	X
	X

	36. Identify possible enhancement opportunities for improved operational performance and potential cost savings
	X
	

	37. Approve projects to implement operational improvements
	
	X


3.1.3.5 Maintenance

Maintenance services are the activities associated with the maintenance and repair of network infrastructure hardware, software to include "break‑and‑fix" services. Installed platform and product version levels are not to be more than one version behind the current commercial release, unless coordinated with {FOREST SERVICE}{INTERAGENCY}. The following table identifies Maintenance roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.
Table 15.
Maintenance Roles and Responsibilities

	Maintenance Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	38. Define maintenance and repair policies and procedures and schedules
	X
	

	39. Review and approve maintenance and repair policies and procedures and schedules
	
	X

	40. Ensure appropriate maintenance coverage for all service components
	X
	

	41. Perform diagnostics and maintenance on service components including hardware, software, peripherals and special purpose devices as appropriate 
	X
	

	42. Install manufacturer field change orders, service packs, firmware, and software maintenance releases, etc.
	X
	

	43. Perform operating system  product patch, “bug fix,” service pack installation or upgrades to the current installed version  
	X
	

	44. Perform Application product patch, “bug fix,” service pack installation or upgrades to the current installed version  
	X
	

	45. Replace defective parts including preventive maintenance, according to the manufacturer’s published mean-time-between failure rates
	X
	

	46. Conduct maintenance and parts management and monitoring during warranty and off-warranty periods
	X
	


3.1.3.6 Configuration Management

Configuration Management activities provide a logical model of the infrastructure by identifying, controlling, maintaining, and verifying installed hardware and software. The goal being to account for supported assets, provide accurate information on configurations and provide a sound basis for Incident, Problem, Change and Release Management and to verify configuration records against the infrastructure and correct any exceptions. The following table identifies Configuration Management roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.
Table 16.
Configuration Management Roles and Responsibilities

	Configuration Management Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	47. Define configuration management policies, and procedures. 
	X
	

	48. Establish process for tracking configuration changes
	X
	

	49. Approve configuration management policies, procedures and processes.
	
	X

	50. Establish process interfaces to problem & incident management, change management, technical support, maintenance and asset management processes
	X
	

	51. Establish process for verifying the accuracy of configuration items, adherence to configuration management process and identifying process deficiencies
	X
	

	52. Provide {FOREST SERVICE}{INTERAGENCY} configuration management reports as required and defined by {FOREST SERVICE}{INTERAGENCY}
	X
	

	53. Audit configuration management process and accuracy of configuration data
	
	X


3.1.3.7 Change and Release Management

Change and Release Management processes and activities are inter-related and complementary. A high level description of each is provided below. 

Change Management activities are to ensure that standardized methods and procedures are used for efficient and prompt handling of all changes to the environment, in order to minimize the impact of change upon service quality. Change Management covers all aspects of managing the introduction and implementation of all changes affecting the environment and in any of the management processes, tools, and methodologies designed and utilized to support the service components.  The Change Management process includes the following process steps:

· Request process

· Recording/Tracking process

· Prioritization process

· Responsibility Assignment process

· Impact/Risk Assessment process

· Review / Approval process

· Implementation process

· Verification (test) process

· Release process

· Closure process 

Release Management activities take a holistic view of a Change to service and should ensure that all aspects of a release, both technical and non-technical are considered together. The goals are to plan and oversee the successful rollout of software and hardware design and implement efficient procedures for distribution and installation of Changes. The activities also ensure that only correct, authorized and tested versions are installed and that changes are traceable and secure. Execution and back-out plans shall be documented and approved by {FOREST SERVICE}{INTERAGENCY}. Master copies of new versions shall be secured in a software library and configuration databases shall be updated.

The following table identifies Change Management and Release Management roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 17.
Change and Release Management Roles and Responsibilities

	Change and Release Management Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	54. Provide change and release management procedures and policies
	
	X

	55. Participate in the development of the change management and release management procedures and policies
	X
	

	56. Implement change and release management procedures per {FOREST SERVICE}{INTERAGENCY} requirements
	X
	

	57. Administer the version control system as it relates to release management of {FOREST SERVICE}{INTERAGENCY} applications
	X
	X

	58. Develop and maintain a schedule of planned changes to the environment and provide to {FOREST SERVICE}{INTERAGENCY} for review as required
	X
	

	59. Provide change documentation as required
	X
	

	60. Authorize and approve scheduled changes or alter the schedule of any or all change requests
	
	X

	61. Review release management details and alter as appropriate to meet the needs of {FOREST SERVICE}{INTERAGENCY} (back out plan, go/no go decision)
	X
	

	62. Notify {FOREST SERVICE}{INTERAGENCY} of change timing and impact
	X
	

	63. Implement change and adhere to detailed release plans
	X
	

	64. Modify configuration, asset management Items to reflect change
	X
	

	65. Verify that change met objectives and resolve negative impacts 
	X
	

	66. Monitor changes and report results of changes and impacts 
	X
	

	67. Conduct user acceptance tests as required
	
	X

	68. Perform quality control audits and approve change control results
	
	X

	69. Maintain master copies of new versions in a secured software library and update configuration databases 
	X
	


3.1.3.8 Performance Management  

Performance Management services are the activities associated with tuning service components for optimal performance. The following table identifies Performance Management roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 19.
Performance Management Roles and Responsibilities

	Performance Management Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	1. Develop and document service component performance requirements
	X
	

	2. Approve service component performance requirements
	
	X

	3. Develop and document performance management procedures that meet requirements and adhere to defined policies
	X
	

	4. Approve performance management procedures
	
	X

	5. Perform service component tuning to maintain optimum performance in accordance with Change Management procedures
	X
	

	6. Manage service component resources (e.g., devices and traffic) to meet defined availability and performance SLRs
	X
	

	7. Provide regular monitoring and reporting of service component performance, utilization and efficiency 
	X
	

	8. Proactively evaluate, identify and recommend configurations or changes to configurations which will enhance performance
	X
	

	9. Develop improvement plans as required to meet SLRs
	X
	

	10. Authorize improvement plans
	
	X

	11. Implement improvement plans and coordinate with third parties as required
	X
	

	12. Provide technical advice and support to the application maintenance and development staffs as required
	X
	


3.1.3.9 Service Level Monitoring and Reporting

Monitoring and Reporting services are the activities associated with monitoring and reporting of service delivery with respect to SLRs. In addition, NBC shall report system management information (e.g., performance metrics, and system accounting information) to the designated {FOREST SERVICE}{INTERAGENCY} representatives in a format agreed to by {FOREST SERVICE}{INTERAGENCY}.  The following table identifies Monitoring and Reporting roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.  

Table 20.
Service Level Monitoring and Reporting Responsibilities

	Service Level Monitoring Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	70. Approve and document SLRs and reporting cycles
	
	X

	71. Document SLR requirements and agreements
	
	X

	72. Report on service performance improvement results
	X
	

	73. Measure, analyze, and provide management reports on performance relative to requirements
	X
	

	74. Develop SLR improvement plans where appropriate
	X
	

	75. Review and approve improvement plans
	
	X

	76. Implement improvement plans
	X
	

	77. Review and approve SLA metrics and performance reports 
	
	X


3.1.3.10 Root Cause Analysis

NBC will develop, implement, and maintain a Root Cause Analysis (RCA) process and perform the activities required to diagnose, analyze, recommend, and take corrective measures to prevent recurring problems and/or trends. The following table identifies Root Cause Analysis roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 22.
Root Cause Analysis Roles and Responsibilities

	Root Cause Analysis Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	1. Identify requirements and policies for Root Cause Analysis (RCA) (e.g., events that trigger an RCA)
	
	X

	2. Develop procedures for performing RCA that meet requirements and adhere to defined policies
	X
	

	3. Approve RCA procedures
	
	X

	4. Conduct proactive trend analysis to identify recurring problems
	X
	

	5. Track and report recurring problems or failures and provide associated consequences of problems if there is a business impact to {FOREST SERVICE}{INTERAGENCY}
	X
	

	6. Recommend solutions to address recurring problems or failures 
	X
	

	7. Approve solutions to address recurring problems or failures
	
	X

	8. Identify root cause of {FOREST SERVICE}{INTERAGENCY} defined Priority 1 and Priority 2 Incidents and recommend appropriate resolution action
	X
	

	9. Approve solutions to address Priority 1 and Priority 2 Incidents
	
	X

	10. Provide status report detailing the root cause of and procedure for correcting recurring problems and Priority 1 and Priority 2 Incidents until closure as determined by {FOREST SERVICE}{INTERAGENCY}
	X
	


3.1.3.11 Documentation

Documentation services are the activities associated with developing, revising, maintaining, reproducing, and distributing service information in hard copy and electronic form. The following table identifies Documentation roles and responsibilities that NBC and {FOREST SERVICE}{INTERAGENCY} will perform.

Table 23.
Documentation Roles and Responsibilities

	Documentation Roles and Responsibilities
	NBC
	{FOREST SERVICE}{INTERAGENCY}

	78. Define documentation requirements and formats
	X
	

	79. Participate in defining documentation requirements and formats as appropriate
	
	X

	80. Approve documentation requirements and formats
	
	X

	81. Document system specifications and configurations (e.g., interconnection topology, configurations)
	X
	

	82. Document policies, procedures, production & maintenance schedules
	X
	


4.0 Service Management

4.1 Objectives

A key objective of this agreement is to attain service-level requirements (SLRs).  

4.2 Service Level Requirements (SLRs)

The following minimum service levels are required at the end of the Transition Period. NBC must consistently meet or exceed the following SLRs.
Maintenance Schedules, Downtime Requirements and Availability activities are defined here:

· Regularly Scheduled Downtime:  Due to the infrastructure and system platform, regular scheduled downtime is not required.  There will be events that will require a system reboot that will last at no more than a 10-minute downtime.  These events usually occur no more than once per week.  It will be the policy to complete this downtime during the window of 5am to 6am every Wednesday.  

· Pre-Approved Downtime:  Certain NBC maintenance activities may require more than the normal reboot downtime afforded during the regularly scheduled maintenance window, or may be dependent on a date/time outside the regularly scheduled maintenance window.  In the event a maintenance activity has the constraints listed above, the NBC will request pre-approved downtime at least five business days prior to the requested downtime event.  This request will be made to the Change Control Board and is subject to their approval. 
· Technical Support:  NBC Technical support is available on a 8x5 basis.  Technical Support is generally staffed from 6am to 4pm Mountain Time.  
Table 1.
 System Availability SLRs 

	Definition
	System Availability is defined as the server CPU, system memory, disks and peripherals up to and including the NBC Data Center internal network. Availability is for the single unit and is not the availability of the aggregated servers. Excludes scheduled maintenance.

	Pre‑Scheduled Downtime Requirements
	a. REFERENCE MAINTENANCE SCHEDULES ABOVE


	SYSTEM AVAILABILITY SLRs

	
	Service Input
	Performance
Target
	SLR Output Performance

	INTERAGENCY AUTOMATED FLIGHT FOLLOWING 
	Availability per server
	Monthly Uptime
	99.95%

	
	Formula
	Actual Uptime / Expected Uptime, measured to the minute.  Definitions of expected and actually uptime are defined as follows:

Expected Uptime: Number of minutes in the reporting period – scheduled downtime [regularly scheduled downtime + pre-approved downtime]

Actual Uptime: Expected Uptime – unscheduled downtime events.



	
	Measurement Interval
	Measure Daily, Report Monthly

	
	Measurement Tool
	Various Event and System Management Tools

	Outcome                             Effective Business Continuity


Table 2.
Help Desk Level 1 Response Time SLRs

	Definition
	Measures the time from when a customer contacts the help desk (email, phone call, web form) to when the help desk responds back to the customer.  At a minimum, the response consists of logging pertinent information regarding the issue and providing the customer with a tracking number (if IT Request was submitted).  Ideally, the issue will be resolved within the initial response time.  


	Incident Response SLRs

	Incident Response
	Service Measure
	Performance
Target
	SLR Performance %

	Support Request
	Time to Escalate
	<30 minutes
	90.0%

	
	Formula 
	The elapsed time between call start time and ticket issuance time, which is captured in the automated help desk system

	
	Measurement Interval
	Measured Daily, Reported Monthly

	
	Measurement Tool
	Help Desk Incident Management Tool

	Outcome              
	Effective Business Continuity
	


Table 4.
Disaster Response, Mean Time to Restore SLRs

	Definition
	The amount of elapsed time from the start of a declared disaster to the full restoration of normal business resumption; users have access to system and can perform business as usual.


	DISASTER RESPONSE SLRs

	DR Task
	Service Measure
	Performance
Target
	SLR Performance %

	Mean Time to Restore 
	Restore Time from the Time of Disaster Declaration
	> 96 hours
	95.0%

	Recovery Point Objective
	Data Recovery
	data is recovered to the point of the last available backup that was taken within the 24 hours prior to declaration of a disaster
	99.90%

	
	Formula 
	Difference between time of declared disaster and time of declared restoration.



	
	Measurement Interval
	At time of Disaster, Reported within 10 days after the event

	
	Measurement Tool
	MANUAL PROCESS

	Outcome                             
	Effective Business Continuity
	


4.3 Reports

NBC shall provide written reports to {FOREST SERVICE}{INTERAGENCY} regarding NBC’s compliance with the SLRs in addition to the reports specified in this Section. Reports are required per the following:

Table 1.
Hosting Reports

	Report Description
	Timing

	SYSTEM AVAILABILITY
	MONTHLY

	Incident Response
	MONTHLY

	DISASTER RESPONSE
	Reported within 10 days after the event
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