
Instructions for Completing this

Service Level Agreement Template

October 2009
With the exception of the instructed changes below, the Service Level Agreement may not be revised in any manner without approval of the Associate Director, Financial Management & Budget Directorate.  This document is intended to be a standardized Service Level Agreement for all FMLOB customers, regardless of the services that they have selected.
1. Cover Sheet, title text.

On the sixth line of title text, include the appropriate AGENCY/CUSTOMER NAME in bold for the customer.


Include the fiscal year for which the document is prepared.

2. Page 2, paragraph I.

At the end of the second line of text in paragraph I, include the appropriate AGENCY/CUSTOMER NAME for the customer.

3. Pages 3, 4, 5, 6 and top of 7.

Each service we offer is listed in the table.

Designate those services that the customer selects by placing a check mark in the appropriate box.

Do not delete the remaining services that the customer chooses not to select.

4. Attachment A, Pages 11 & 12.

Metrics and Measures are listed for Systems and Accounting Operations services.

Place a check mark in the box to the left of each metric that pertains to the services the customer has selected.

Do not delete the remaining metrics even though they may not pertain to the customer’s chosen services.

5. Attach the completed Service Level Agreement to the Interagency Agreement.

6. Type in Item 8 of the InterAgency Agreement form: Please refer to the Service Level Agreement attached for information regarding period of performance, performance metrics, NBC and Customer responsibilities, and contractual issues related to the specific services provided under the agreement.  

SERVICE LEVEL AGREEMENT

Between the

NATIONAL BUSINESS CENTER

DEPARTMENT OF THE INTERIOR
And

CUSTOMER
FINANCIAL MANAGEMENT SERVICES

FOR FISCAL YEAR 2010
FINANCIAL MANAGEMENT SERVICES

I. STATEMENT OF LEGAL AUTHORITY

The National Business Center (NBC), Office of the Secretary, Department of the Interior agrees to provide services and/or product support as outlined below to Customer Name pursuant to authority 43 U.S.C. § 1467 and 1468, which established the Department of the Interior Working Capital Fund.  Other authorities under which the NBC operates include the Economy Act, 31 U.S.C. 1535.  
II. PURPOSE

The purpose of this document is to identify the specific services and support provided to the customer by the NBC with regard to financial management systems and operational support services.  This document serves as a Service Level Agreement (SLA) between the customer and NBC.  (See Section IV below.)  This document also establishes service levels and metrics, monitoring methods, and organizational responsibilities as applicable. 

III.
PERIOD OF PERFORMANCE
This SLA is effective upon signature by all parties of the corresponding Inter/Intra Agency Agreement (IAA) issued to fund the services identified in this document.  This SLA will remain in effect until it or the IAA is amended, replaced, or terminated by signed or mutual agreement of both organizations.  The IAA that provides funding for the services must be renewed annually to ensure continuation of services.  
IV.      LIST OF SERVICES

The NBC offers an array of core financial accounting and business management systems and operational support services.  These products and services meet all U.S. Treasury, Office of Management and Budget, Government Accountability Office, and Comptroller General rules and regulations with regard to information technology operations and security, accounting practices, generally accepted accounting principles and standards (GAAP), and internal and management controls. 

The NBC intends for this document to supplement the annual IAA to explain the specific services to be provided. 

Following is a listing of financial and business management services offered by the NBC.  The items checked are the specific services that will be provided to the customer under this SLA and supporting IAA.  

A.   FINANCIAL STATEMENT PREPARATION and REPORTING 
	Comprehensive support for preparing and analyzing financial statements. Produce standard regulatory reports in accordance with NARA standards.

	
	Financial Statement 

· Prepare and analyze the client's agency financial statements, footnotes, and other required statements and information in accordance with the client's requirements and the federal regulations.

Regulatory (Non Financial Statement) Financial Reporting
· Prepare and analyze the client's agency regulatory reports in accordance with the client and federal requirements and regulations.


B.  GENERAL ACCOUNTING 
	General ledger financial transaction services which are compliant with US Standard General Ledger practices. 

	
	· Monitor funds availability within the client agency financial system for proper funds control. 
· As necessary, reconcile financial data, and research abnormalities and balances discrepancies in the general ledger.
· Prepare and analyze ad-hoc reports as required, per the terms of the Inter/Intra Agency Agreement.


C.   FINANCIAL TRANSACTION PROCESSING
	Full range of accounting operations services including support for vendor and travel payments, debt management, and collections processing. Ensure that proper internal controls are established and adhered to.

	
	Vendor Invoice Processing: vendor payment processing in the client financial system in accordance with the client's requirements and the federal regulations. 

· Audit vendor payments.

· Respond to and resolve vendor questions concerning payments.

· Certify vendor payments with Treasury.

	
	Temporary Duty (TDY) Travel Payment: travel payment processing for temporary duty (domestic and foreign) in client agencies financial system in accordance with the client's requirements and the federal regulations.

· audit travel payments.

· respond to and resolve customer questions concerning payments.

· review financial transactions for correctness.

· certify travel payments with Treasury.

	
	Permanent Change of Station (PCS) Travel Payment: travel payment processing for permanent change of station in client agencies financial system in accordance with the client's requirements and the federal regulations.
· audit travel payments.

· respond to and resolve customer questions concerning payments.

· review financial transactions for correctness.

· certify travel payments with Treasury.

· serve as relocation coordinators.

· calculate relocation income tax allowance.

· prepare and send W-2’s to travelers.

	
	Billing and Collection: billing and collection for all necessary transactions for debt due the government in client financial system in accordance with the client's requirements and the federal regulations.
· Following up on collection.

· Responding and resolving customer questions concerning bills.

· Reviewing financial transactions for correctness.
· Managing collections for reimbursable agreements.
· 

	
	Debt Management: billing and collection for all necessary transactions for debt due the government in client financial system in accordance with the client's requirements and the federal regulations.
· Billing debtors.

· Following up on collection.

· Responding and resolving customer questions concerning bills.

· Reviewing financial transactions for correctness.

· Referring eligible debt to Treasury.


D.  FINANCIAL MANAGEMENT SYSTEMS – IMPLEMENTATION & CONVERSION
	Services includes functional and technical requirements analysis; system design; developing test scenarios; configuring test environment; validating data; and migrating data.  

	
	
	· Oracle Federal Financials (OFF)

	· 
	
	· Momentum Financials

	· 
	
	· Hyperion Consolidated Financial Statement (CFS) system

	· 
	
	· eTravel

	· 
	
	· Asset Management systems

	· 
	
	· Charge Card Support

	· 
	
	· SAP Business Suite

	
	Interface Development

· Functional and technical support required to setup, configure

· Test standard and custom interfaces.

	
	Report Development

· Functional and technical support required to design, develop, and test client unique reports including ad-hoc reporting capabilities.

	
	Project Management

· Develop detailed project plans that identify all project tasks, milestones, and deliverables.  
· Ensure all tasks are assigned to project resources and that timeframes are accurate and realistic. 
· Monitor and report on project status.  
· Provide periodic status reports on the completion of tasks and deliverables.

	
	Helpdesk Support 

·  Level 1 functional support as provided by the NBC Help Desk during implementation.

	
	Hosting

· Technical support of the initial setup and configuration of the Development, Test, Training and Production environments required during implementations.

	
	Implementation Support

· All functional and technical tasks directly related to the implementation of core financials.

	
	Client Unique Implementation Support 

· Functional and technical support required for additional applications outside of the standard core Financials implementation.

	
	Training

· Identify and document training requirements for migrating to new application

· Determine community to be trained, skills to be transferred, and available resources to conduct training.

· Develop comprehensive training plans and schedules to deliver all required training to the affected community.

· Conduct training.

	
	Security 

· Establish and maintain application security and access security for utility products.

· Perform password resets; maintain access request files.

· Perform quarterly reviews of application security.

· Respond to client and audit requests.


E.  FINANCIAL MANAGEMENT SYSTEMS – Operations and Maintenance

	Services include providing routine systems operations and maintenance activities such as configuration management, systems administration, and application support.

	
	
	Federal Financial System (FFS)

	
	
	Oracle Federal Financials (OFF)

	
	
	Momentum Financials

	
	
	Hyperion Consolidated Financial Statement (CFS) system

	
	
	eTravel

	
	
	Quarters

	
	
	Asset Management systems

	
	
	Charge Card Support

	
	
	SAP Business Suite

	
	Application Support

· All functional and technical tasks directly related to applications.

	
	Custom Report Development 

· Creation of reports for customers based on their requirements and reporting software.

	
	Helpdesk Support

· Assist users with technical and functional difficulties with various user applications.

· Troubleshoot application issues.

	
	Hosting

· Maintenance and operations of the hardware, operating system software, and telecommunications in support of the application.

	
	Security

· Establish and maintain application security and access security for utility products.

· Perform password resets.

· Maintain access request files.

· Perform quarterly reviews of application security.

· Respond to client and audit requests.

	
	Training

· Identify and document training requirements.
· Develop comprehensive training plans and schedules.
· Conduct training.

	
	Upgrade Support

· Functional and technical support in performing system upgrades not related to new implementations.
· Research and setup of software upgrades as provided by software vendors, including configuration of system options.
· Determine and execute changes required to existing third party software, integration, NBC customer reports, and business processes.
· Perform system testing and integration testing of software updates.
· Prepare and deliver appropriate training on the upgraded software.


	
	Client Unique Upgrade Support

· Functional and technical support required for upgrades of additional applications outside of the standard core Financials and standard interfaces.

	
	Quarters Rent Setting Program 

· Policy and operational cross-servicing support for government-furnished housing.


V.
RESPONSIBILITIES

A. CUSTOMER RESPONSIBILITIES

· Provide knowledgeable contacts to respond to questions related to services provided by the NBC.
· Acquire and install remote (peripheral) hardware as needed to access NBC financial systems and complete required Interconnect Security Agreement with the NBC.

· Ensure compliance with NBC specific security requirements, including the requirement to install encryption software on the desktop of each customer user with access to any NBC system or application.
· Retain ownership and control of financial data contained in the accounting system. 
· Designate system Data Custodian(s)
· Prepare and maintain a Business Recovery Plan that identifies how the customer will resume operations of its business functions should a disaster at the customer’s facility occur.  The plan shall specifically address where the customer organization will be relocated and replacement of customer-provisioned network circuits to the NBC and NBC hot site.
· Participate, as mutually agreed upon, in annual testing of the financial system disaster recovery plan at the NBC hot site.
B. NBC RESPONSIBILITIES 

· Protect system data in accordance with applicable laws, regulations, guidelines, and Department of the Interior security requirements. 
· Disclose the customer’s financial data only to authorized personnel as instructed in writing by the customer.  

· Assure that the security for systems hosted by the NBC is compliant with Federal Information Technology (IT) security requirements, including certification and accreditation (C&A) and Federal Information Security Management Act (FISMA) reporting.  The NBC will ensure that a C&A is performed as required every three years and/or when major changes/upgrades are conducted.  The NBC will also make the C&A documentation available to the customer for review at a designated NBC location.

· Provide a copy of both the C&A letters for systems hosted at the NBC from the NBC Designated Approving Authority.
· On an annual basis, ensure that an independent third party conducts a Statement on Auditing Standards (SAS) No. 70 review of the major financial systems hosted by the NBC.  The SAS 70 review is an auditing standard developed by the American Institute of Certified Public Accountants (AICPA) and indicates the NBC’s compliance with control objectives and activities as examined by an independent accounting and auditing firm.  
· Conduct testing at the transaction level in compliance with OMB Circular, A-123, Appendix A for those customers for which the NBC processes financial transactions.  

· Provide required financial, internal control, and FISMA certifications and assertions as required by OMB for the agency’s annual financial statement assurance, including copies of applicable SAS 70 reviews.  In mid-July, the NBC will provide assurances over financial reporting as of June 30th.   This assurance will include the results of the SAS 70 and FISMA reviews, as well as applicable financial transactions testing as applicable.  In mid-October, the NBC will provide assurances over program internal controls as of September 30th.
· Provide competent, trained, and certified staff and management for systems and services to be provided. 

· Provide a Help Desk to respond to questions from clients that are related to services provided by the NBC.

· Provide support to the customer in response to audit findings related to NBC-provided services.

· Prepare and maintain a Business Recovery and Continuity of Operations plan and perform annual testing of the plan. In the event of a declared disaster, the NBC will recover the agency core financial system within 72 hours of declaration.

· Notify customers by telephone and/or email within 4 hours in the event of a disaster or other contingency that disrupts the normal operation of any hosted system.  
VI.
PERFORMANCE MEASUREMENT

The NBC has identified measures of performance for the financial management systems and services provided to customers.  These metrics are identified in this SLA (see Attachment A).  Many of these measures have been identified by the Office of Management and Budget or the Department of the Interior as a necessary part of meeting applicable financial laws and regulations.  Others have been designated as the NBC’s planned service levels to ensure high product quality services to customers.  
VII.
SECURITY
Security roles, responsibilities, and procedures related to this document are defined in the Security Services Advisory (SSA) that is provided as a separate document to the IAA.  If there are no special security roles, responsibilities, and procedures related to the services to be provided to the customer by the NBC, then the SSA will not be necessary.   

An Interconnect Security Agreement (ISA) is established between the NBC Information Technology Services Line of Business and each customer organization having a computer system or network interconnected with the NBC. The ISA is an agreement that identifies the basic components of the interconnection, methods and levels of interconnectivity, and potential security risks associated with interconnections.  The technical details of the interconnection will be documented in an ISA.  The parties agree to work together to develop the ISA, which must be signed by both parties before the interconnection is activated.  Proposed changes to either system or the interconnecting medium must be reviewed and evaluated to determine the potential impact on the interconnection.  The ISA will be renegotiated before such changes are implemented.
VIII.    FUNDING

Under the provisions of the Economy Act, the NBC is required to recover all direct and indirect costs for services provided.  This SLA is neither a fiscal nor a funds obligation document.  Nothing in this SLA authorizes, nor is intended to obligate, either agency to expend, exchange, or reimburse funds, services, or supplies, or transfer or receive anything of value, or enter into any contract, assistance agreement, interagency agreement, or other financial obligation.  This SLA is strictly for NBC and the customer’s internal management purposes.  This SLA is not legally enforceable and shall not be construed to create any legal obligation on the part of either party.  This SLA shall not be construed to provide a private right of action for or by any person or entity. 

The official funding document that supports this SLA is the Inter/Intra Agency Agreement (IAA).  On an annual basis, both parties must approve and sign the IAA to initiate and ensure continuation of services. Failure to sign the IAA in a timely manner will result in a discontinuation of services by the NBC.  
The NBC will bill the agency on a monthly basis for time and materials agreements and on a quarterly basis for fixed price agreements unless otherwise specified in the IAA.

IX.
TERMINATION CLAUSE

Termination provisions are included in Block 10 of the IAA.  The IAA and SLA may be terminated before the end of the performance period by providing at least 180 calendar days written notice from either party or by mutual agreement between the parties.  The customer is responsible and will be billed for all costs incurred until the time of termination.  If either or both parties terminate the IAA pursuant to Block 10 of the IAA, this SLA shall be considered to be terminated automatically on the date that the IAA is terminated.

X.
DISPUTE RESOLUTION

Issues unable to be resolved informally between the NBC and customer will be handled as follows:  

· Either party may submit a formal request in writing to the other party.   The formal request will be elevated internally to the appropriate management level for review/concurrence.  The parties then have 60 days to reach an agreed upon resolution to the dispute unless the issue warrants immediate attention such as security incidents or events impacting sensitive or personally identifiable information (PII), which will be resolved with urgency.

· In the event those officials cannot resolve the dispute within 60 days, they will designate a mutually acceptable, independent third party to review the facts and recommend a fair resolution.  This independent third party must define the recommended resolution within 60 days, which both disputing parties agree to accept, with a suggested timeframe for implementation of said resolution.  The costs for the third party review will be paid equally by the NBC and the customer.

XI.
NBC POINT OF CONTACT

Name:
 

Title:    

Phone:  

Email:   

XII.    APPROVAL
This SLA accompanies the IAA and is considered mutually binding for the NBC and customer.
Attachment A

PERFORMANCE MEASURES 

FINANCIAL SERVICES

The items checked below are the specific measures and metrics that will be provided to the customer under this service level agreement (SLA) and supporting Inter/Intra Agency Agreement (IAA).
	
	MEASURE
	PERFORMANCE METRIC

	
	Application Availability

	Production system is available 24/7/365 except during established periods of maintenance, pre-approved downtime, and downtime requested by the customer 99% of the time. 

	
	Application Performance

	Average internal system response time is 3 seconds or less from the time a new transaction enters the NBC internal network until the point of egress from the hosting center internal perimeter 95% of the time. Latency caused by internet, intranet, or dial-up connections is not factored into transaction response times as they are outside of the scope of control of the NBC.  

	
	Account Creation/Application Access
	95% of user access requests and account modifications will be completed within 2 business days (excluding Federal holidays) of receipt of a valid and properly completed request.   

	
	Password Resets


	95% of passwords will be reset during Help Desk hours of operation (8:00 a.m. to 7:00 p.m. ET) within one hour of receipt.

	
	Reference Table Updates
	95% of complete and approved requests for updates and changes to system reference tables will be processed within 1 business day of receipt.

	
	Help Desk Support

	The NBC Help Desk responds to calls during hours of operations (8:00 a.m. to 7:00 p.m. ET). 95% of Help Desk tickets are responded to within prescribed timeframes, based on the severity of the issue:  
Severity 1 - 15 minutes (application not available, in whole or in part, such that business cannot be conducted)

Severity 2 - 2 hours (business impacted, workaround exists)

Severity 3 - 8 hours (minimal or no impact on operations)
Help Desk response time begins at the time and date the customer contacts the Help Desk and ends when the Help Desk responds to the customer, closes the ticket, or escalates the ticket.   

	
	eTravel Systems 

	95% of the time the eTravel interfaces will be available to process travel data between the hours of 8:00 a.m. - 8:00 p.m. ET, excluding vendor downtime.  

	
	Quarters

	95% of regional survey reports are completed within 60 calendar days of receipt of the rental data from the contractor.  

	
	
	95% of students’ training objectives are met, as measured by class evaluation forms.   

	
	
	95% of requests for assistance are answered within 24 hours of receipt.  

	
	TDY Vouchers
	95% of travel vouchers are paid within 5 business days.

	
	PCS Vouchers

	98% of obligations are posted in the accounting system within 5 business days after receipt of a properly executed document.  

	
	
	98% of payments are processed within 20 business days after receipt of properly executed documents.

	
	Vendor Payments (Domestic Non-Federal)
	98% of vendor payments are processed in accordance with the Prompt Payment regulations upon timely receipt of valid documentation.   

	
	Vendor Payments (Federal IPAC)
	98% of Federal IPAC payments are processed within 10 business days, in accordance with Treasury standards for Statement of Differences, and nothing outstanding at month-end.

	
	Interest Paid

	Interest paid does not exceed 3% of total applicable monthly payments provided supporting documentation is received timely. 

	
	Billings and Collections
	98% of collections are processed in accordance with billing documentation. 

	
	Percentage of Payments by Electronic Funds Transfer (EFT)
	98% of invoices are paid by EFT.

	
	Regulatory Reporting


	100% of all regulatory reports are submitted in accordance with agency deadlines and/or Treasury schedules.

	
	Eliminations


	100% of eliminations are reported quarterly by the end of the month following the end of the quarter.

	
	Debt Referral


	95% of outstanding debt is referred to Treasury in accordance with agency deadlines and/or Treasury schedules.

	
	Outstanding Debt


	100% of debt greater than two years is reclassified or written off.  Aging of outstanding debt is done by dollar amount and number of transactions categorized as 1-2 years and greater than 2 years as reported on the quarterly Treasury Report on Receivables (TROR).

	
	General Ledger


	100 % of general ledger accounts (e.g., Fund Balance with Treasury, SF 224, etc) are reconciled in accordance with agency deadlines and/or Treasury deadlines.

	
	General Ledger (Property)
	100% of general ledger accounts reconcile to subsidiary property systems by year end.

	
	IRS Form 1099’s

	99% of paper 1099 forms are sent to customers within IRS prescribed deadlines.  99% of electronic files are sent to regulatory authorities within the prescribed deadlines.  1099 data is based on data in the system.  Customers who input their own data are responsible for verifying its accuracy.  

	
	Undelivered Orders (UDO)
	100% of UDOs will be validated and/or adequately documented per NBC or DOI requirements.

	
	Fund Balance with Treasury
	Total cash balances are reconciled to Treasury to ensure that differences are less than $10 million monthly and less then $1 million at year end.  

	
	Fund Balance with Treasury
	100% of corrections are posted within 30 days.  

	
	Unreconciled Cash Balances
	100% of Statements of Differences are reconciled within 6 months



	
	Integrated Charge Cards (for travel)
	 98% of balances are paid within 60 days.  .

	
	Integrated Charge Cards (for purchase)
	100% of balances are paid within 60 days. 

	
	Centrally Billed Charge Cards
	100% of balances are paid within 60 days.

	
	Transmission of charge card payments to Treasury
	95% of payments are transmitted to Treasury the day following receipt of the file.

	
	Undistributed Agreements
	95% of the time customers are notified of expenditures that exceed funding on agreements within 30 days of report.

	
	Expenses not linked to Agreements
	95% of the time customers are notified of expenditures that are not linked to an agreement within 30 days of report. 
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